
What is IoT?
How the Internet of Things Can Benefit 
Your Facilities Operations



Walt Mossberg, former technology reporter 
for the Wall Street Journal, offered a succinct 
description of The Internet of Things (IoT) when 
he described it this way: “The broad idea behind 
these buzzwords is that a whole constellation of 
inanimate objects is being designed with built-
in wireless connectivity, so that they can be 
monitored, controlled and linked over the Internet 
via a mobile app.”

That’s a high-level definition, and the IoT goes by 
other names as well. Capital asset companies like 
GE refer to the “Industrial Internet.” The “Industry 
4.0” concept, originating with smart factories 
in Germany, includes elements of IoT. Even 
Complex Event Processing initiatives from the 
early  90’s contained IoT-like objectives. “Smart 
City” initiatives, connected cars, smart houses, 
wearables—all largely fall under the IoT umbrella. 

But whatever definition you choose, the essence 
of IoT resides in the source of the data, which 
are the sensors. Those smart devices generate 
data about activities, events, and influencing 
factors that provide visibility into performance 

and support decision making processes across a 
variety of industries and consumer channels.  

Some of it feels futuristic; pill-shaped micro 
cameras wandering through the human digestive 
tract and sending back thousands of images to 
pinpoint sources of illness. Billboards watching 
people pass by, instantly changing displayed 
messages based on consumer profiles. While the 
widespread adoption of the Internet of Things 
will take time, executives across all industries 
are beginning to restructure their thoughts about 
the potential impact—and opportunities—likely to 
emerge in this new world of connectivity.

So, what is the Internet of Things?

As objects become embedded 
with sensors and gain the ability 
to communicate, new information 
networks promise to create new 
business models, improve business 
processes, and reduce costs and risks.   



New Information Networks

In most organizations, information travels along 
familiar routes. Proprietary information is lodged 
in databases and analyzed in reports and then 
rises up the management chain. Information 
also originates externally—gathered from public 
sources, from the Internet, or from information 
suppliers.

But the predictable pathways of information 
are changing: the physical world itself is 
becoming a type of information system. In 
the Internet of Things, sensors and actuators 
embedded in physical objects—from roadways 
to pacemakers—are linked through wired and 
wireless networks, often using the same Internet 
Protocol (IP) that connects the Internet. These 
networks churn out huge volumes of data that 
flow to computers for analysis. When objects can 

both sense the environment and communicate, 
they become tools for understanding complexity 
and responding to it swiftly.  

This integration and speed of delivery is key. It’s 
not just the object (sensor), it’s the particular 
environment that they are collecting data within, 
that has such massive implications. Viewing IoT 
through the lens of the physical settings in which 
these systems will be deployed creates a broader 
view of potential benefits and challenges. 
McKinsey & Co. analyzed IoT uses in various 
settings, such as cities and worksites, to show 
how various IoT systems can maximize value, 
particularly when they interact. They estimate a 
potential economic impact—including consumer 
surplus—of as much as $11.1 trillion per year in 
2025 for IoT applications in nine settings. 

The Internet of Things offers a potential economic impact of $4 trillion - $11 trillion a year in 2025

Source: McKinsey Global Institute analyysis



While McKinsey’s research  shows huge potential economic impacts, it also shows that at these early 
stages, most IoT data are not currently being used to their best advantage. For example, today data are 
often used for anomaly detection and control, not optimization and prediction, which can provide the 
greatest value. Other areas where IoT can make a big impact across all industries include: 

Big Picture Benefits

Managing Performance

IoT technologies can help companies monitor activities of their mobile employees more 
closely and use the information collected for performance management. For example, 
using GPS tracking, utility companies could more accurately monitor the performance of 
installation and repair personnel.

Energy & Environment Management 
Commercial spaces account for 20 percent of energy consumption in advanced economies 
such as the United States and approximately 16 percent of energy consumption in developing 
economies.  Around half of this energy is consumed in office spaces and much of it is wasted 
by heating, cooling, and lighting unoccupied offices. Intelligent energy management systems 
can be used to automatically sense when a room is unoccupied or occupied and adjust 
heating or cooling and lighting as needed.

Human Productivity 
Today, organizations conduct periodic surveys of office workers to assess organizational 
health and use the results to make improvements in job design and processes. In the future, 
companies could use badges or fitness monitors (probably on an opt-in basis) to track 
activity and interactions among employees. Employers could use the insights to identify 
areas for improvement. 

The Internet of Things (IoT) is rapidly expanding 
across industries and among those, building 
automation technology has undergone an 
unprecedented transformation, inspiring new, 
robust solutions for building management.



The Internet of Things and Buildings

Similar to the momentum experienced by BIM for AEC in the early 2000’s, there is currently a tremendous 
amount of interest and hype in the IWMS industry around the Internet of Things. While the facilities industry 
has not been the fastest-moving market in the economy, there is strong indication that the tides are 
shifting and customers are ready for data-driven tools to improve building performance. A whole variety 
of sensors that track features such as motion, pressure, light, temperature, people, space and flow create 
a vast amount of data around building operations and the environment. 

A direct result of these potentially massive number of disconnected devices is the tremendous amount of 
data that they can transmit collectively which typically needs to be gathered, collated and analyzed to 
truly realize their usefulness.

The story behind the intelligent building has long been centered on energy efficiency. Better system 
performance leads to cost savings through lower utility bills. This is a straightforward and easy-to-measure 
metric of return on investment (ROI). As the intelligent market continues to mature, however, it is becoming 
clear that customers demand a broader set of benefits for significant investment. Some drivers for customer 
adoption of IoT-enabled intelligent building solutions include:



Occupant Satisfaction

Perception of best-in-class workspaces is changing. There is new pressure on employers and building 
owners to leverage technology to improve the occupant experience. From personalized lighting and HVAC 
settings to uninterrupted cell service, intelligent building solutions can help bring tech to Class A facilities.

Space Utilization

Intelligent building solutions can monitor vacancy in office space and traffic throughout a facility. But it’s 
no longer just about static occupancy – today, data can inform us in how we are using space. These insights 
can improve the occupant experience (for example, by making it efficient to locate huddle space), and 
have much deeper business benefits. Space utilization is asset utilization. Data can help refine equipment 
settings to deliver cost savings through operations and maintenance (O&M) and energy, but also through 
bigger ticket items such as capital planning for leased space. The rise in co-working and open floor 
plans means more flexibility for occupants, but also higher density use of space. Organizations can use 
intelligent building solutions to best plan their ongoing office space needs.

Operations & Maintenance

Asset-level data can generate significant economic benefits. 
Facility executives can utilize intelligent building solutions to 
gain asset-level information on equipment performance and 
maintenance requirements. This information helps O&M teams 
to be more strategic in meeting service demands. The economic 
impacts can be profound—the teams are not only more productive 
in a specific building, but in a portfolio environment, data can 
bring big savings with fewer or more coordinated truck rolls. 
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There is new pressure on 
employers and building owners to 
leverage technology to improve 
the occupant experience.



Substance in Sustainability

Green has been a banner for many organizations pushing to 
promote their corporate social responsibility, climate change, and 
sustainability measures. Green building certification programs and 
purchasing strategies, for example, have created case studies and 
narratives for annual reports. Intelligent building solutions, on the 
other hand, can put substance in sustainability strategy. For example, 
the ongoing and real-time monitoring of building performance 
can provide measurement and verification of energy efficiency 
improvements

Enhanced Building Performance

IoT-enabled sensors can be used to reduce; energy use, repair and 
maintenance, and administrative costs. For instance, data collected 
by motion and occupancy sensors at a building level to regulate air-
conditioning and lighting in real time, thereby reducing energy costs 
and optimizing the internal environment for its occupants. 

Better Portfolio Risk Management & Liquidity

Enhanced tracking and monitoring at a building and portfolio level, 
along with use of portfolio analytics, can result in lower asset risk, 
more granular valuations, and enhanced portfolio management 
capabilities. For example, tracking the flow of people can enable 
organizations to analyze occupant behavior and space usage 
patterns, while acknowledging privacy limitations. This information 
may help identify excess capacity and develop action plans for peak 
hours, ultimately resulting in more efficient portfolio management.

Enhanced tracking and monitoring at a 
building and portfolio level, along with use of 
portfolio analytics, can result in lower asset 
risk, more granular valuations, and enhanced 
portfolio management capabilities.



Employee Health & Productivity

The potential impact of IoT applications is hardly limited to machines—it can also track and help to improve 
employee and occupant health and productivity. In addition to enabling predictive maintenance, wearables 
such as smart glasses can combine IoT technology with augmented reality to provide prompt information 
and guidance to workers in the field, particularly during the construction stage. As the technology 
advances, sensors will likely be able to help companies capture data on occupant health—assuming the 
occupants are amenable. Combining environmental data (temperature and air quality) with movement 
data from motion sensors and other sources could allow companies to understand the optimal ventilation 
and temperature levels for a specific day. Data about the movement of individuals through open spaces 
can help organizations boost the productivity of workers by better designing tasks and breaks times to 
facilitate collaboration, and even socializing, between employees.

Service Innovation

Fierce competition and changing patterns in consumption and work are forcing companies in many sectors 
to reevaluate their space usage as they look for innovative ways to cut costs and derive value. Many 
companies now continuously resize their space requirements to adapt to lower demand for physical space. 
Organizations can adapt the design of space to meet rising marketplace trends and stay competitive by 
using employee behavioral data to generate new ways of thinking about space use – such as creating 
areas that support a “live/work/play” lifestyle.

The Internet of Things has 
transformative potential for many types of 
participants and stakeholders. Businesses that 
adopt IoT systems can improve operations 
and gather greater insights for data-driven 
decision making.



All That Data, and Nowhere to Go.

If a company wants to use IoT applications to its full advantage, it must overcome a pretty big hurdle: 
analyzing the vast volumes of data that applications generate and finding insights there. The sheer volume 
and disparate types of data make this analysis difficult.

While most legacy systems can handle structured data, increasingly, IoT data are extremely unstructured. 
Data collected from multiple devices come in different formats and at different sampling rates—that is, 
the frequency at which data are collected. Top all that off with the fact that executives also need to sift 
through masses of it to identify data that are truly useful, and you can see that while the IoT may begin 
with sensors, it truly must end within a collaborative and analytical environment.  

Collaborative Systems as an IoT Organizer

A collaborative data system approach to a building centric IoT is really the key to success for building 
owners and operators who want to be able to get meaningful data out of their building systems in a 
way that can be analyzed and is actionable. The best solution to get from here to there may be to 
take a comprehensive BIM based building lifecycle approach to managing IoT for the building industry—
connecting models to a Cloud-based Integrated Workplace Management System (IWMS) to help manage 
space, plan for maintenance and more.

True building lifecycle integration maintains a live integration between the building models and the sensors 
and systems throughout the building’s lifecycle. This approach can begin with construction when sensors 
and equipment are installed, move into operations, and ultimately end in building decommissioning when a 
facility has come to the end of its useful life. By tying the IoT data into an IWMS the entire building portfolio 
can be analyzed alongside occupancy, maintenance, utilization and facility expense information.

“When physical assets equipped with 
sensors give an information system the ability to 
capture, communicate, and process data—and 
even, in a sense, to collaborate—they create game-
changing opportunities: production, distribution, 
and innovation all stand to benefit immensely”.



Conclusion

The Internet of Things has transformative potential for many types of participants and stakeholders. 
Businesses that adopt IoT systems can improve operations and gather greater insights for data-driven 
decision making. Over time, there is clear potential for the information generated by IoT-enabled buildings 
to be as valuable as the location of the physical asset itself. It’s not a question of chasing the technology, 
though. It’s about determining what your company needs to know, what it will need to know in the future, 
what data is already out there, and how to bring it all together in one place to make informed decisions 
and generate innovative business strategies – strategies to adapt, leverage, and stay one step ahead with 
today’s transformative, and ever-evolving, technology.  
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